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Executive summary

Professional firms should decide what they need to record before switching on

automatic recording. The decision must account for the participants’ jurisdictions, the

nature of the conversation, client confidentiality, access, retention, and preservation.

A platform can capture audio successfully and still create a record the firm cannot

lawfully or safely use.

The federal private-party consent provision has a criminal or tortious purpose qualification. State

law requires separate review. California sections 632 and 632.7 illustrate distinct issues:

confidential communications and specified cellular or cordless telephone communications.

Interstate calls need applicable-law analysis using the call facts; the firm’s office location alone is

insufficient. [1, 2, 6]

The American Bar Association (ABA) Model Rule 1.6 addresses lawyers’ confidentiality and

reasonable safeguards. Adopted jurisdictional rules control; other professions need their own

authority review. Consent to recording and permission to use or disclose the record are separate

questions. An announcement does not authorize unlimited circulation. [3]

Key findings

01 A national recording script cannot settle every jurisdiction or participant scenario. [1, 2,

6]

02 Lawyers must check their adopted confidentiality rules; other professions need separate

authority. [3]

03 Archive transfer, backup, and preservation have distinct functions. [4, 8]

04 Administrative audit logs do not establish complete recording access coverage. [5, 7]

05 Test consent for new participants and preserve the approved refusal path.

The objective is an approved workflow that staff can follow and the firm can verify. The main legal

ethics discussion concerns US law firms. Other professional practices can use the operating

framework after identifying their own duties. No live deployment evidence establishes compliance

or the proposed technical controls.
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Decide which conversations
belong in the scope

Start with the purpose: client intake, accurate instructions, training, quality review, or another

defined need. Choose no recording, selective recording, or broader capture after assessing the

need. A purpose should determine the permitted audience and retention. Future possible

usefulness alone is a weak basis for a broad sensitive archive.

Some calls involve legal advice; others involve vendors, prospective clients, staff, or third parties.

ABA commentary distinguishes ethical confidentiality from attorney-client privilege and work

product. Counsel must assess protection and disclosure for the actual matter. A storage label

does not decide those questions. [9]

Defined recording purpose

Participant and location
Consent analysis

Client or matter context
Confidentiality review

Authorized audience
Access and retention

Approved call types and exclusions

Figure 1. Recording scope should follow purpose and audience. Original policy design model. Legal and

professional duty context: [1–3]

Treat an unrecorded call with approved notes as a policy option, including a refusal route. Notes

may omit detail; audio may retain sensitive or misleading partial context. Relevant nonprivileged

material can fall within federal civil discovery, subject to Rule 26’s limits. Recording can add

review and preservation work. Notes still need access and records controls. These tradeoffs are

the paper’s analysis, not measured outcomes. [10]
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Identify the governing duties

ABA Model Rule 1.6 is a lawyers’ model, not a shared rule for all professional services. Table 1

identifies the authority each audience must obtain. Its nonlawyer rows are research assignments,

not conclusions that a particular rule applies. [3]

Table 1. Professional audience and authority to verify

Audience Authority to obtain Applicability question

Law firms
Adopted jurisdictional ethics rules and

relevant decisions

Which lawyers, clients, and

matters are covered?

Accounting and

licensed practices

Applicable licensing rules, regulator

guidance, and client terms

Which confidentiality duties attach

to this service?

Consultants and other

practices

Client agreements and applicable privacy or

sector rules

Which data, uses, and recipients

are permitted?

Original audience-to-authority research matrix. No adopted nonlawyer rule or customer agreement was supplied. Have the

responsible professional confirm those duties before approving the workflow.

STAT U TO RY  E X A M P L E

California illustrates two separate recording questions

Section 632

Confidential communications, with a definition

and exceptions

Section 632.7

Listed cellular and cordless telephone

combinations; all-party consent text

Section 632 concerns confidential communications and includes a definition and exceptions.

Section 632.7 separately addresses the listed cellular and cordless telephone combinations

without the same confidentiality wording. Its consent text refers to all parties. Review both

provisions and any other applicable law; absence of confidentiality under section 632 does not

settle section 632.7. [2, 6]

Counsel should evaluate who participates, each person’s location, the telephone configuration,

purpose, exceptions, and controlling decisions. A mobile caller can raise a different statutory

question from the one suggested by a desk-phone diagram. This is a reason to investigate call

facts, not a finding that every internet-based call meets a statutory device definition.
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Consent to capture, authorized later disclosure, and privilege remain separate. Use the adopted

rules and matter-specific legal analysis to approve each. Technical staff then implement that

decision; an announcement test cannot answer the legal questions.
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Obtain consent under the applicable rule

A clear announcement can tell participants what is happening, but its legal effect varies with the

situation. The firm must determine what constitutes valid consent, when it is needed, and whether

continuing the conversation is sufficient. Do not describe every all-party consent rule as a

universal announcement requirement.

Table 2. Policy questions and system acceptance

Question Firm policy decision System behavior to test

Which law applies?
Counsel-approved participant and

jurisdiction handling
Intake and staff instructions

When may recording start? Approved notice and consent timing
No premature capture under the

policy

What if someone declines?
Unrecorded route or other approved

alternative

Stop or transfer actually ends

recording

What if a new party joins? Renewed notice or consent process
Conference and transfer

behavior

What if sensitive payment

data is spoken?

Approved collection process outside

recording where needed

Pause and resumed recording

verified

Original policy-to-system test framework. Product controls do not decide legal consent. Statutory examples: [1, 2, 6]

Section 2511(2)(d) concerns private-party interception and includes a criminal or tortious purpose

qualification. California section 632’s confidentiality analysis does not exhaust potentially relevant

state provisions; section 632.7 separately covers specified telephone combinations. Counsel

must review applicability, exceptions, and controlling decisions for the actual call facts. [1, 2, 6]

Prepare inbound, outbound, transfer, and conference scripts after counsel approves the consent

method and timing. Identify the firm, recording, and purpose in ordinary language. Obtain an

affirmative response when the policy requires it. Preserve the approved consent or refusal

evidence and verify the unrecorded alternative.
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Test each start, pause, restart, and end boundary. A later participant may never have heard the

initial message. Apply the approved process to each participant before their recorded

contribution. Inspect every recording leg; announcement playback or a stop icon alone does not

establish lawful capture.
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Control access to every copy

A recording archive should be treated as a client-information repository. Restrict access by role

and matter where the platform supports it. Identify the staff who may listen, download, share,

transcribe, or change retention. A broad administrator role should not become the default access

method for ordinary review.

Approved call
Consent process

complete

Controlled audio archive

Access and retention

Authorized matter team

Review or retrieval

Approved export

Secure destination

Transcript or AI service

New processing relationship

Hold or deletion process

All relevant copies

Figure 2. Copies inherit confidentiality responsibilities. Original confidentiality data map. AI means artificial

intelligence. Applicable ethics rules and policy govern sharing. [3]

3CX’s reporting guide describes administrative audit actions; its system guide describes

administrator and group-manager actions for configuration review. Neither description establishes

a complete recording file-access trail. Verify coverage across the phone platform, storage, and

exports using Table 3. [5, 7]

A transcription or automated analysis provider receives a new form of client information. Review

its confidentiality terms, data reuse policy, retention, subprocessors, and deletion behavior. The

matter team should verify substantive summaries before relying on them. A useful tool can still

introduce an unapproved disclosure path.
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For downloaded recordings, check device security and destination access controls. The central

archive cannot automatically govern each later copy. Restrict export or add a reviewed control

when the firm cannot meet its approved handling requirements. Ask the provider to demonstrate

each proposed access or audit capability in the pilot.
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Verify recording event coverage

Map each required event to an actual log source. 3CX’s administrative audit description

establishes configuration review, not every recording playback, deletion, or download. Storage

and identity records may provide additional evidence; verify their exact scope. Do not infer an

actor’s file access from a login alone. [5, 7]

Table 3. Recording event coverage to demonstrate

Event Evidence to retain Coverage status

Playback
Named account, file identifier, time, result, and matched

playback event
Test in pilot

Download or export
Named account, file identifier, destination if observable,

and export event
Test in pilot

Delete or purge
Actor or scheduled process, affected identifiers, time,

and outcome
Test in pilot

Failed access Denied request, account, affected file, and result Test in pilot

External copy

access

Destination event specification and matched named-user

test

Test visibility; may

be unobservable

Policy or permission

change
Actor, affected setting, time, and retained audit entry Test in pilot

Original event-coverage test matrix. It states evidence requirements, not a claim that any edition logs these events. Record

unsupported events as gaps.

Use a fictional recording and named test accounts. Perform authorized playback, download,

deletion, and a denied-access attempt; inspect the corresponding entries. Test archive access

separately. Record the component, version, license, event fields, timezone, log retention, and

person validating each result.
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Document where visibility ends. A downloaded file may leave the phone system’s observable

scope. Address the gap with an approved destination or export restriction and a named policy

owner. Protect the logs themselves: they can contain client information, and unrestricted

alteration or deletion can weaken the evidence.

A passed sample establishes observed behavior for that configuration and time. It does not

establish a complete historical trail or control future copies. Retest affected events after changes

to storage, identity, permissions, or the recording platform.
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Retain what the purpose and duties require

Set a schedule by record type and purpose, with a separate process for preservation holds.

A routine cleanup setting and a legal hold serve different needs. The firm should know

which instruction prevails and how a hold is communicated to the platform operator and

archive provider.

Table 4. Record controls and observable proof

Record state Control Evidence

Active audio
Restricted access and monitored

storage
Authorized retrieval and denied access test

Archived audio
Working archive retention; separate

backup and hold scope

Archive object verified; independent

recovery tested separately

Transcript
Linked purpose and separate

retention
Copy location and disposition record

Preservation hold Suspend relevant disposal
Identified audio, required metadata, and

copies survive routine disposal

Routine disposition
Approved deletion and provider

termination
Deletion outcome and retained proof

Original lifecycle control matrix. The firm sets actual retention and preservation obligations. Working archive recovery is

distinct from an independent backup or hold.

3CX documents a recording quota and low-disk protection that can stop recording. It describes

archive transfer that copies audio to remote storage and deletes the local original. Archive

success does not prove an independent backup or preservation hold. Monitor expected file
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creation and retrieval separately from successful conversation. [4]

Price the archive and administrative work explicitly. Longer retention creates more storage and

retrieval scope; unrestricted capture increases the number of sensitive files. The firm should

compare its purpose against those costs before adopting a capture-everything policy.

At provider exit, test a usable export with indexing and metadata. Confirm which identifiers,

timestamps, permissions, and hold records travel with it, and who retains the authoritative copy. A

folder of audio alone may fail the operating need. Use the preservation exercise in Table 5 before

approving exit terms.
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Test recovery and preservation

For this framework, a working archive is the routine recording destination. An independent

backup is a separately recoverable copy with reviewed failure and deletion dependencies. A

preservation copy retains identified material under the firm’s hold instruction. One repository can

serve multiple functions only when its demonstrated controls support each; the names alone

prove nothing.

Working archive

The routine recording

destination

Independent backup

Separately recoverable, with

reviewed dependencies

Preservation copy

Identified material retained

under a hold instruction

3CX describes archiving that removes the local original and a separate backup option to include

local recordings. Those descriptions do not prove that remote archived audio is included in a

system backup. Its management guide describes recording cleanup and log purges. Test the

retained objects and metadata through those operations. [4, 7, 8]
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Table 5. Preservation and recovery exercise

Operation Proof to collect Responsible reviewer

Archive transfer
Destination object, usable index, metadata, and local-

copy outcome
IT and records lead

Independent

restoration

Sample restored from reviewed backup scope and

opened with correct access
IT and records lead

Routine purge under

hold

Identified held records and required metadata survive

the scheduled action

Counsel and records

lead

Account removal
Held files remain retrievable after removal of the test

owner’s account
IT and records lead

Provider termination
Readable export, hold instructions, access, and

custody record retained

Counsel and records

lead

Original proposed exercise. Use a test environment or provider-approved procedure; do not purge actual held material to

test a control. Ask the provider to demonstrate native hold behavior on the purchased version.

Federal Civil Rule 37(e) addresses loss of electronically stored information that should have been

preserved for anticipated or ongoing litigation, subject to its stated conditions. It is not a universal

recording retention period. Counsel must determine the actual preservation trigger, scope, and

release. [10]

Record file identifiers, timestamps, original format, and relevant metadata. Where appropriate,

retain a checksum for comparison across copies. A matching checksum supports byte

consistency with the comparison file; it does not prove lawful capture, speaker identity, or

evidentiary admissibility. Document custody, hold acknowledgments, and disposal suspension

across relevant copies.
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Validate the recording policy in a pilot

Use fictional matter details and consenting participants. Test inbound and outbound calls,

transfers, conferences, refusal, pause and restart, archive retrieval, staff departure, and

preservation. Include people added after the initial greeting. These cases test the approved

workflow; they do not replace applicable-law analysis.

SPARK VoIP white paper Call recording and client confidentiality



Counsel approves policy

Call types and consent

Configure and train

Permissions and scripts

Test complete workflow

Capture through disposal

Retest Pass

Policy mismatch

Correct and retest

Approve operating use

Monitor exceptions

Figure 3. Policy approval and technical acceptance are separate steps. Original acceptance process.

Passing a technical test does not supply a legal consent determination.

Retain each result with the version, license scope, route, permissions, and reviewer. Inspect the

actual recording and corresponding events. Check destination access and independently restore

the retained sample. Keep evidence with the approved policy so a later change can be assessed

against it.

Train staff to handle refusal, a new participant, and resumed recording under the approved

process. Preserve the designated refusal evidence without creating an unauthorized recording of

the refusal itself. Staff need a usable exception route when capture or consent behavior differs

from the procedure.

Review the workflow after a new carrier, archive destination, platform release, or transcription

service. Some changes alter only cost; others alter capture timing, access, or disposition. Those

latter changes should reopen the relevant acceptance tests.
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Define recording acceptance by call type

Test with fictional matter details and consenting participants. Label the expected outcome before

the call, then inspect the actual files and logs. A screen showing a pause icon cannot establish

that every recording leg stopped. Include the archive or third-party recorder in the same test

where it is part of the scope.
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Table 6. Recording test events and policy owners

Call or record event What the demonstration must show Policy owner

Inbound and

outbound
Approved notice and consent timing on each route Counsel and operations

Transfer or

conference

Approved process reaches every newly added participant

before their recorded contribution
Operations

Refusal
Unrecorded route works; designated refusal evidence

retained without unauthorized capture
Operations

Pause and resume
Pause stops every leg; restart follows approved

participant handling
Operations and IT

Playback or export
Named-user events and visibility gaps documented in

Table 3
Matter lead and IT

Hold and provider

exit

Hold, purge, account removal, independent recovery, and

exit tested under Table 5

Counsel and records

lead

Original recommended working matrix. Assign names and record actual evidence before approving the purchase.

Counsel approves legal handling; the provider demonstrates the required behavior. Missing

refusal, retention, preservation, or log coverage requires a documented decision: add a reviewed

control, reduce scope, or choose no recording for that workflow. The matrix is original

procurement guidance, not a consent script. [1–8]
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Make the recording serve the matter

I L LU ST R AT I V E  S C E N A R I O

A scenario that exposes the gap

Consider a hypothetical law firm whose announcement plays correctly on inbound calls but

whose outbound calls start recording immediately. A later conference adds another participant

without a notice. The inbound test passes, but the policy is not implemented across the actual call

types. The correction is a complete scope and test plan, not merely a new greeting.
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California sections 632 and 632.7 illustrate distinct statutory questions. ABA Model Rule 1.6

supplies a separate model for lawyers’ confidentiality duties. These sources support separate

capture and handling reviews; they do not establish that one announcement satisfies the

applicable law or every profession’s duties. [2, 3, 6]

Purchasing decision

Require demonstrations of approved capture, refusal, participant changes, access events,

independent recovery, and preservation. Record gaps and third-party dependencies. Ask SPARK

VoIP to demonstrate hold, backup and access-logging behavior on your version during the pilot,

and record what it shows.

Automated transcription or analysis can create derived records. Keep audio, transcript, summary,

and matter entry distinguishable, with approved handling for each. Test substantive accuracy and

the processing terms before reliance. No productivity gain or accuracy improvement is measured

here; the responsible professional must review the interpretation.

Purchase the workflow, not the feature

Assess SPARK VoIP’s proposed 3CX service against the approved scope, including the

no-recording option. Define responsibilities and evidence in writing.

Purchase the workflow only when the demonstrated capture and record

lifecycle meet the firm’s approved requirements.
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This is not a fifty-state survey or conflict-of-law opinion. Have counsel confirm controlling court

interpretations and the consent method for any actual call; official access to the located California decision

was blocked during review. No legal outcome is inferred from announcement playback. Model ethics text

does not establish state adoption or nonlawyer duties. No live access, restoration, or preservation test

was conducted.

Evidence gaps

Before production, obtain applicable-law and professional-rule review, approved participant scenarios,

recording purposes, records schedules and holds, downstream terms, and witnessed tests. Demonstrate

playback, export, deletion, external-copy observability, backup content, and hold survival for the proposed

deployment. Tables 3 and 5 identify the evidence needed.
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Publication context

SPARK VoIP provides a 3CX based hosted voice over Internet Protocol (VoIP) offering. This paper is

educational and does not establish a customer contract, a legal opinion, a certification, or a guaranteed

result. Service scope, support, integrations, and any regulated workflow need written confirmation for the

proposed deployment.
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Talk to SPARK VoIP
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(888) 223-1094

SUPPORT

(918) 608-8888

WEB

sparkvoip.net

Emergency support is available 24/7.
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